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FRS\EUDLQRIKXPDQFRPSOHWHO\>@
0HGLFDOIHDWXUHVRIWKHEUDLQKDYHEHHQXVHGWRLGHQWLI\WKHSUREOHPVLQWKHEUDLQIRUDORQJWLPH%UDLQELRPHWULF
FDQEHWDNHQLQWZRIRUPVRQHLVPDSSLQJRIXQLTXHHOHFWULFDOVLJQDOVDQGLPSXOVHVZLWKUHVSHFWWRWKHWKRXJKWVDQG
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SL[HOZLWKGHSWKDOVR7KHGHSWKRIWKLVSL[HOLVEDVHGRQWKHVOLFHWKLFNQHVV:HFKRRVHDVSHFLILFVOLFHIRUDOOWKH
VXEMHFWVWKURXJKDVHHGHGVOLFHVHOHFWLRQDOJRULWKP2XUDLPLVQRWRQO\WRLPSOHPHQWDELRPHWULFPHWKRGEXWDOVRWR
VHFXUHWKHELRPHWULFWUDLWDVLW LVYHU\HVVHQWLDOWRVHFXUHWKHWHPSODWHIURPWKHIWVLQFHRQFHWKHELRPHWULFLVORVWLW
FDQQRWEHUHFRYHUHGRUUHSODFHGDVSDVVZRUGV>@
3.1. Preprocessing 
&RPSOHWHEUDLQVFDQWDNHVSODFHLQWKHIRUPRIVHYHUDOVOLFHVRIWKHEUDLQ7KHVOLFHWKLFNQHVVLVDSDUDPHWHUWKDW
LV VHOHFWHG E\ UDGLRORJLVWV WR GHWHFW WKH VL]H RI WXPRUV LQ WKH EUDLQ:H KDYH XVHG WKLV IDFLOLW\ RI VHOHFWLQJ VOLFH
WKLFNQHVV WKURXJK D VOLFH VHOHFWLRQ DOJRULWKP7KLV LV D VHFXUH DOJRULWKP LQZKLFK WKH EUDLQ VFDQQLQJGHYLFHZLOO
VHOHFWWKHVL]HRQWKHEDVLVRIWKHVHFUHWNH\HQWHUHGE\WKHVXEMHFW7KHVHFUHWNH\HQWHUHGE\WKHVXEMHFWLVXVHGWR
VHHGDSVHXGRUDQGRP31NH\JHQHUDWRUZKLFKUHWXUQVDUDQGRPNH\WRVHOHFWWKHFRUUHVSRQGLQJVOLFHQXPEHUIURP
WKH EUDLQPDS 7KH JUD\ VFDOH05, LPDJHV DUH ' LPDJHV IRU WKH ' EUDLQ VOLFHV 7KH LGHD LV EDVHG RQ2WVX¶V
PHWKRGIRUVHJPHQWDWLRQ WKURXJK WKUHVKROGLQJDQG LJQRULQJ WKHH[WUDSDUWV LQ WKH05, LPDJHV7RILQGELRPHWULF
FKDUDFWHULVWLFV IURP WKH EUDLQ LPDJH WKH UHJLRQ RI LQWHUHVW LV WR EH VHSDUDWHG:H QHHG RQO\ WKH JUD\ DQGZKLWH
PDWWHULQWKHEUDLQ7KHEUDLQVXUIDFHVWXG\KDVEHHQGRQHHDUOLHUDOVRIRUPHGLFDODQDO\VLVEXWKHUHZHVHJPHQWWKH
EUDLQDQGGHYHORSDQDUWLILFLDOEUDLQVWUXFWXUHXVLQJJHRPHWULFDOSDUDPHWHUV7KHVXUIDFHDUHDDQGYROXPHVZLOOEH
FDOFXODWHGRI WKLVDUWLILFLDOEUDLQQRWRULJLQDOEUDLQVWUXFWXUH7KLVSUHYHQWV WKHRULJLQDOEUDLQVWUXFWXUH IURPEHLQJ
VWROHQ
3.2. Proposed Artificial Brain Transformation 
,QWKLVVHFWLRQZHZLOOVHHKRZWKHDFWXDOEUDLQVWUXFWXUHZLOOEHFRQYHUWHGLQWRDQDUWLILFLDOEUDLQVWUXFWXUH7KLV
DUWLILFLDOVWUXFWXUHZLOOEHDIX]]\HVWLPDWHRIWKHEUDLQQRWWKHDFWXDOVKDSHRIWKHEUDLQ'XHWRWKHDSSUR[LPDWLRQ
LQYROYHG WKH DFWXDO ERXQGDULHV RI WKH EUDLQ FDQQRW EH UHJHQHUDWHG IURP WKH DUWLILFLDO EUDLQ SUHYHQWLQJ WHPSODWH
FRS\LQJDWWDFN:HGLYLGH WKHEUDLQ LQWRUDGLDOVHFWRUV OLNHDSLH7KHFHQWHUDQGERXQGDULHVRI WKHVHJPHQWHG
EUDLQLPDJHLVIRXQG7KHFHQWHULVFRQQHFWHGWRWKHEUDLQERXQGDULHVWKURXJKUDGLDOOLQHVVHSDUDWHGGHJUHHV
IURPHDFKRWKHU7KHSRLQWRILQWHUVHFWLRQRIWKHVHOLQHVDQGEUDLQERXQGDU\LVVWRUHG7KHVHDUHFDOOHGDVDUWLILFLDO
EUDLQRUGLQDWHV:KHQDOOWKHVHSRLQWVDUHLQWHUFRQQHFWHGWKLVFUHDWHVWKHVKDSHRIDUWLILFLDOEUDLQWHPSODWH:HDUH
SURSRVLQJWKLVXQLTXHVWUXFWXUHIRUPHGXVLQJDFWXDOEUDLQWREHXVHGDVEUDLQELRPHWULF)LJXUHD5DGLDO(GJHV
GUDZQLQWKHIRUPRISL[HOVVHOHFWHGLQDQ\LPDJHPDWUL[ZKLOHWKHLQGH[HVWREHVHOHFWHGIRUHGJHVDUHJLYHQLQ
ILJXUHEZKLFKLVWHUPHGDVJXLGLQJPDWUL[WRVHOHFWSL[HOV)LQDOO\LQ)LJXUHFWKHLQWHUVHFWLRQEHWZHHQEUDLQ
ERXQGDU\DQGUDGLDOOLQHVLVVKRZQ7KHFRRUGLQDWHVRIWKHVHLQWHUVHFWLRQSRLQWVDUHVWRUHGRQO\QRWWKHDFWXDOEUDLQ
ERXQGDU\LQWKHWHPSODWHGDWDEDVH7KXVWKHDFWXDOEUDLQVWUXFWXUHLVVHFXUH
7KHIRUPDODOJRULWKPIRUEUDLQELRPHWULFVLJQDWXUHJHQHUDWLRQLVDVIROORZV
 ,QSXWEUDLQPDS
 7DNHLQSXWVHFUHWBNH\DQGVXEMHFWB,'
 *HQHUDWHXQLTXHVOLFHBVL]HDQGVOLFHBQXPEHU
 VHOHFWHGBVOLFH 6FDQB%UDLQB0DSVOLFHBVL]HVOLFHBQXPEHU
 VHJPHQWHGBVOLFH EUDLQBVHJPHQWDWLRQVHOHFWHGBVOLFH
 JUD\BERXQGDU\ZKLWHBERXQGDU\ VHJPHQWBWKUHVKROGLQJVHJPHQWHGBVOLFH
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 IHDWXUHJUD\BYROXPHIHDWXUHZKLWHBYROXPH YROXPHBDQDO\VLVJUD\BERXQGDU\ZKLWHBERXQGDU\
 IHDWXUHJUD\BIUDFWLRQIHDWXUHZKLWHBIUDFWLRQ IUDFWLRQDOBDQDO\VLVIHDWXUHJUD\BYROXPH
IHDWXUHZKLWHBYROXPH
 IHDWXUH&HUHEUR6SLQDOB)OXLGBIUDFWLRQ JUD\BIUDFWLRQZKLWHBIUDFWLRQ
 IHDWXUHJUD\BYROXPHIHDWXUHZKLWHBYROXPH YROXPHBDQDO\VLVJUD\BERXQGDU\ZKLWHBERXQGDU\
 IHDWXUHEUDLQBVXUIDFH VXUIDFHBDQDO\VLVJUD\BERXQGDU\ZKLWHBERXQGDU\
 IHDWXUHEUDLQBERXQGDU\ ERXQGDU\BDQDO\VLVJUD\BERXQGDU\ZKLWHBERXQGDU\
 IHDWXUHDUWLILFLDOBEUDLQBFRRUGLQDWHV DUWLILFLDOBEUDLQBWUDQIRUPJUD\BERXQGDU\ZKLWHBERXQGDU\
 6WRUHDOORIWKHVHDVIHDWXUHYHFWRUSHUVXEMHFW,'FDOOVWRUHBIHDWXUHVIHDWXUH

  
D    E   F
)LJ3URSRVHG$UWLILFLDO%UDLQ7UDQVIRUPDWLRQD5DGLDO(GJHVLQIRUPRISL[HOVVHOHFWHGLQLPDJH
E*XLGLQJPDWUL[WRVHOHFWSL[HOVF,QWHUVHFWLRQEHWZHHQEUDLQERXQGDU\DQGUDGLDOOLQHV
3.3. Biometric Verification Algorithm 
2QFH WKH ELRPHWULF IHDWXUHV RI DOO WKH VXEMHFWV KDYH EHHQ HQUROOHG WKHQ ELRPHWULF YHULILFDWLRQ LV GRQH WR
DXWKHQWLFDWHWKHDXWKRUL]HGVXEMHFW7KHVXEMHFWZKRZDQWVJHWDFFHVVJRHVXQGHUDEUDLQVFDQDQGVSHFLILFVOLFHRI
WKHEUDLQRIVDPHRULHQWDWLRQDQGYR[HOVL]HLVGHWHUPLQHG7KLVVOLFHLVIHGWRELRPHWULFYHULILFDWLRQV\VWHP7KLV
VOLFHZLOOEHFDOOHGTXHU\7KHIHDWXUHVRIWKHTXHU\VOLFHDUHREWDLQHGLQWKHVDPHPDQQHUGLVFXVVHGDERYH$OOWKH
IHDWXUHVRI WKHTXHU\ LPDJHDUHPDWFKHG WR WKHDOO WKH VWRUHG IHDWXUHVRIDOOSHUVRQVRQHE\RQH7KHYHULILFDWLRQ
SURFHVVLVVDLGWREHVXFFHVVIXOLIDW OHDVWRQHRIWKHVWRUHGIHDWXUHYHFWRUKDVWKHGLVWDQFHOHVVWKDQWKHWKUHVKROG
7KH IHDWXUH VHWZLWK WKHPLQLPXPGLVWDQFH LV DVVXPHG WREHDPDWFKDQG WKXV WKHSHUVRQ LV DXWKHQWLFDWHG ,I WKH
TXHU\IHDWXUHVHWGRHVQRWPDWFKZLWKDQ\RIWKHVWRUHGIHDWXUHVVHWVWKHQWKHSHUVRQLVQRWDXWKHQWLFDWHGDQGLVQRW
DOORZHGDQ\DFFHVV7KHFRPSOHWH6\VWHPPRGHOLVVKRZQLQILJXUH
7KHVWHSVRIWKHELRPHWULFYHULILFDWLRQDOJRULWKPDUHDVIROORZV
 ,QSXWTXHU\%UDLQPDS
 ,QSXWVXEMHFWB,'DQG6HFUHWNH\
 *HQHUDWHUHVSHFWLYHXQLTXHVOLFHBVL]HDQGVOLFHBQXPEHU
 ([WUDFWVDPHIHDWXUHVIURPTXHU\VOLFH
 0DWFKWKLVIHDWXUHYHFWRUZLWKDOORIWKHVWRUHGIHDWXUHYHFWRUVFDOOPDWFKBIHDWXUHVIHDWXUH
 ,IDQ\IHDWXUHIRXQGZLWKPDWFKLQJGLVWDQFHOHVVWKDQWKUHVKROGWKHQPDWFKIRXQG
 $YHUDJHRIWKHGLVWDQFHEHWZHHQDOOWKHLQGLYLGXDOIHDWXUHVVKRXOGEHOHVVWKDQWKHWKUHVKROGWKHQ
DXWKRUL]DWLRQDOORZHG
 ,IQRIHDWXUHIRXQGZLWKGLVWDQFHOHVVWKDQWKUHVKROGWKHQDXWKRUL]DWLRQGHQLDO
,PSOHPHQWDWLRQ5HVXOWVDQG$QDO\VLV
7KH0$7/$%YKDVEHHQXVHGIRUWKHVLPXODWLRQDQGLPSOHPHQWDWLRQRIWKHDOJRULWKP7KLVWRROKDVEHHQ
FKRVHQ IRU VLPXODWLRQEHFDXVH RI LWV QDWLYH VXSSRUW IRU LPDJHSURFHVVLQJ7KH DOJRULWKP WDNHV LQSXW WKHGLFRP
LPDJHVJHQHUDWHGIRU05,DQG&$7VFDQV7KHVWDQGDUGLPDJHVIURP0H'(,6$GDWDEDVHKDYHEHHQXVHGWRWUDLQ
A(iͲ2,jͲ2) A(iͲ2,jͲ1) A(iͲ2,j) A(iͲ2,j+1) A(iͲ2,j+2)
A(iͲ1,jͲ2) A(iͲ1,jͲ1) A(iͲ1,j) A(iͲ1,j+1) A(iͲ1,j+2)
A(i,jͲ2) A(i,jͲ1) A(i,j) A(i,j+1) A(i,j+2)
A(i+1,jͲ2) A(i+1,jͲ1) A(i+1,j) A(i+1,j+1) A(i+1,j+2)
A(i+2,jͲ2) A(i+2,jͲ1) A(i+2,j) A(i+2,j+1) A(i+2,j+2)
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
D   E   F

G    H    I
)LJ6LPXODWLRQ5HVXOWVDEUDLQ05,VOLFHE6HJPHQWHG%UDLQF&RORXULQJRIJUD\DQGZKLWHPDWWHUG%UDLQ
%RXQGDULHVH$UWLILFLDO%UDLQ6WUXFWXUHRIRQHVOLFHI$UWLILFLDOEUDLQ6WUXFWXUHRIRWKHUVOLFH
&RQFOXVLRQ	)XWXUH:RUN
7KHZRUNSUHVHQWHG LQ WKLV SDSHU LV DQRYHO WHFKQLTXH WRXVH WKHPHGLFDO SK\VLFDO IHDWXUHV H[WUDFWHG IURP WKH
EUDLQ PHGLFDO LPDJHV ZKLFK FDQ XQLTXHO\ LGHQWLI\ WKH VXEMHFWV 7KH SURSRVHG V\VWHP LV PDLQO\ WDUJHWLQJ KLJK
VHFXULW\DSSOLFDWLRQVZKHUHWKHSULFHRIVHFXULW\EUHDFKLVYHU\KLJK7KHELRPHWULFIHDWXUHVXWLOL]HGDUHYHU\VLPSOH
WRH[WUDFWIURPWKH05,LPDJHWKXVWKHV\VWHPKDVWKHHTXDOFRPSOH[LW\DVDILQJHUSULQWEDVHGYHULILFDWLRQV\VWHP
7KH DOJRULWKP LV HDVLO\ GHSOR\DEOH ZLWK DQ\ PHGLFDO LPDJLQJ PDFKLQH ZLWK VOLJKW PRGLILFDWLRQ LQ DFTXLVLWLRQ
VRIWZDUH(YHU\WLPHDSHUVRQKDVWRJHWXQGHUPHGLFDOLPDJLQJVFDQWRJHWWKHEUDLQLPDJHDFTXLUHG7KLVPD\EH
FXPEHUVRPHEXWGXHWRDGYDQFHLQWKHEUDLQVFDQQLQJDQGLPDJLQJPHWKRGVDQGWKHLUGHFUHDVLQJFRVWLQIXWXUHZH
H[SHFWWKDWWKHEUDLQELRPHWULFZLOOEHFRPHDQLPSRUWDQWWUDLWLQELRPHWULFYHULILFDWLRQWHFKQRORJ\
5HIHUHQFHV
$QMDOL $JDUZDO 6DXUDEK0DKHVKZDUL DQG *DULPD<DGDY ³$ 5HYLHZ RQ 9HLQ %LRPHWULF 5HFRJQLWLRQ XVLQJ *HRPHWULF 3DWWHUQ 0DWFKLQJ
7HFKQLTXHV´,7LQ%XVLQHVV,QGXVWU\DQG*RYHUQPHQW&6,%,*&RQIHUHQFHRQYROQRSS0DUFK
5LWHVK.XPDU*KDUDPL  DQG0DOD\D.XPDU1DWK ³$1HZ$SSURDFK WR%LRPHWULF3HUVRQ ,GHQWLILFDWLRQ IURP5HWLQDO9DVFXODU3DWWHUQV´
,QWHUQDWLRQDO-RXUQDORI(PHUJLQJ7UHQGV	7HFKQRORJ\LQ&RPSXWHU6FLHQFH9ROXPH,VVXH6HSWHPEHU2FWREHU
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